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Treat the following questions:

I- Choose the correct answer: (1 pt/question)

LY Gl o ey

1

Which protocol is used to create a virtual private
network (VPN)?

a- ITSEC

b- IPSEC

c- IQSEC

| ]
|

An Intrusion Prevention System (IPS) works on layer
------ 0f the OSI model:

a- 4

b- 5

c- 7

3- Choose a good answer related to security objectives:
a- Availability.
b- Transitivity.
c- Totality.

4- A server can deny that it has received a request from
a client. Which property of the security objective is
affected?

a- Integrity.
b- Confidentiality.
c- Non-Repudiation.

5- RMI (Remote Method Invocation) allows manipulation

for remote objects. It is written in Language:
a- JAVA
b- C

¢- None of the above.

6- A hacker can steal the information entered by a
customer on screen. What is the property of the
security objectives that is affected?

a- Tracability.
b- Confientiality.
c- Availability.

7- CORBA is: 8- What protocol uses the process «3-Way
a- Consolidate Object Request Broker Architecture. Handshake »?
b- Common Object Request Broker Architecture. a- UDP.
¢c- Common Object Response Broker Architecture. b- TCP.
c- SCTP.
9- OBJECT REQUEST BROKER (ORB) is a middleware | 10-The protocol that wuses the process «3-Way
that manages: Handshake » follows a communication sequence

a- server / server relationships between objects.

b- client / server relationships between objects.

c- client / server relationships between objects /
functions.

between client and server, synchronize (SYN) and
Acknowledge (ACK). Choose the right sequence:

a- SYN, SYN-ACK, ACK.

b- SYN, ACK, SYN-ACK.

c- ACK, SYN-ACK, SYN.

II- What does the following Java program show on the screen?

import java.io.JOException;
import java.net. URL;
public class Main {

public static void main(String[] args) {

try {
URL url =

(2 pts)

new URL(“http://www.securite.com:8080/gwerty/doc. html?xy=uv ");
System.out.println("URL is " + url.toString());
System.out.printin("Protocol is " + url.getProtocol());
System.out.printin("Authority is "' + url.getAuthority());
System.out.printin("Host is " + url.getHost());
System.out.printin("Port is " + url.getPort());
System.out.printin(""Defanlt port is "' + url.getDefaultPort());
System.out.println("Path is" + url.getpath());
System.out.printin("File is " + url.getFile());

} catch (IOException e) {

e.printStackTrace();

/
/
/

III- Define the following terms
a- HTTPS.
b- TCP.
¢c- SOCKET.
d- FTP
e- UDP

IV- List the functions of a middleware
V- Talk about the advantage of client-server architecture

(5 pts)

(2 pts)
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Traiter les questions suivantes:

I- Choisir la réponse correcte : (1 pt/question) "‘\gllé?‘ Q-H!)S" U"; &L,ale\gi
1- Quel protocole permet de créer un réseau privé virtuel | 2- "Intrusion Prevention System (IPS)" fonctionne sur la
(VPN) ? couche du modéle OSI:
a- ITSEC a- 4
b- IPSEC b- 5
c- IQSEC c- 7
3- Choisir une bonne réponse reliée aux objectifs de sécurité: | 4- Un serveur peut nier qu’il a recu une demande d’un client.
a- Disponibilité. Quelle est la propriété de ’objectif de sécurité qui est
b- Transitivité, affecté ?
c- Totalité. a- Intégrité.
b- Confidentialité.
c- Non-Répudiation.
5- RMI (Remote Method Invocation) permet de manipuler | 6- Un pirate (hacker) peut voler les informations saisies par
des objets distants. Elle est écrite en langage un client sur écran. Quelle est la propriété de I’objectif de
a- JAVA sécurité qui est affectée ?
b- C a- Tragabilité.
c- Aucune des réponses. b- Confidentialité.
c- Disponibilité.
7- CORBA est: 8- Quel est le Protocol qui utilise le processus «3-Way
a- Consolidate Object Request Broker Architecture. Handshake » ?
b- Common Object Request Broker Architecture. a- UDP.
¢c- Common Object Response Broker Architecture. b- TCP.
c- SCTP.
9- OBJECT REQUEST BROKER (ORB) est un middleware | 10-Le Protocol qui utilise le processus « 3-Way Handshake »
qui gére les relations: suit une séquence de communication entre client et
a- serveur/serveur entre les objets serveur, Synchronize (SYN) et Acknowledge (ACK).
b- client/serveur entre les objets. Choisir 1a bonne séquence:
c- client/serveur entre les objets/fonctions. a- SYN, SYN-ACK, ACK.
b- SYN, ACK, SYN-ACK.
c- ACK, SYN-ACK, SYN.
II- Qu’affiche le programme Java suivant sur I’écran ? (2 pts)
import java.io IOException;
import java.net. URL;
public class Main {
public static void main(String[] args) {
try {
URL url =
new URL(“http://www.securite.com:8080/qwerty/doc. htmI?xy=uv ");
System.out.println("URL is " + url.toString());
System.out.printin("Protocol is " + url.getProtocol());
System.out.printin("Authority is " + url.getAuthority());
System.out.printin("Host is " + url.getHost());
System.out.printin("Port is " + url.getPort());
System.out.printin("Default port is " + url.getDefaultPort());
System.out.printin("Path is" + url.getpath());
System.out.println("File is " + url.getFile());
# catch (IOException e) {
e.printStackTrace(),
/
}
}
III- Définir les termes suivant: (5 pts)
a- HTTPS.
b- TCP.
c- SOCKET.
d- FTP.
e- UDP.
IV- Enumérer les fonctions d’un middleware. (2 pts)

V- Parler de ’avantage de I’architecture client-serveur.

(1 pt)




